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Imagine your plant availability as an equation with 
many variables. One important variable is reliable IT 
security in the form of protection against unauthorized 
access, physical attacks, operator errors, or internal or 
external threats. 

But what ultimately counts for you is the outcome – in 
the form of energy automation that simply works. And 
that’s exactly the philosophy behind Totally Integrated 
Energy Automation. Our end-to-end solutions combine 
all the variables for you into a single transparent equa-
tion – to ensure maximum plant availability.

With Totally Integrated Energy Automation, we deliver 
an IT security concept that not only ensures the confi-
dentiality and integrity of your data, but especially its 
availability. 

Reliable IT security
    for energy automation 
       that simply works



For you, energy automation 
with Siemens means... 

• you benefit from the experience of the largest 
installed base in the world,

• you are able to contact us quickly – we have repre-
sentatives in approximately 190 countries,

• we keep you on the cutting edge of technology with 
our innovations in research and development,

• you can select from a comprehensive range, from 
single product to turnkey solution,

• you can simply focus on your core areas 
of expertise.

Totally Integrated Energy Automation relies on three 
main pillars to ensure simplified operation – so you can 
focus on your core areas of expertise. These pillars are 
reliable IT security, limitless communication and effi-
cient engineering for the entire automation chain, from 
the control center to the field device. 

So with Totally Integrated Energy Automation from 
Siemens, you benefit first and foremost from a sim-
plified workflow, reliable operations, and significantly 
lower total cost of ownership.



Lenit augue duis dolovre te feugait nulla 
facilisi. Lorem ipsum dolor sit amet, con 
sectetuer adipivscing elit, sessd diam non-
ummy nibh euis mvod tincidunt ut lao reet 
dolore magna aliquam erat volutpat. Duisa 
utem vel eum iriure dolor in hendrerit in.

Von Schnittstelle zu Schnittstelle 
durchgängig sicher

Mit Einzug des Internets und zunehmender 
Vernetzung in Ihrer Anlage stellt jede 
Schnittstelle ein potenzielles Risiko dar. 
Diese Risiken sollen für Sie einfach ein-
schätzbar sein. Deshalb verfolgt Siemens 
mit Totally Integrated Energy Automation 
die Philosophie einer IT-Sicherheit, die 
einfach schützt. 

Dafür setzen wir vor allem auf Homogeni-
sierung durch einheitliche und nachvoll-
ziehbare Prozesse für Authentisierung, 
Autorisierung, Intrusion Detection und 
Prevention, Malware Protection, effektives 
Patch Management für 3rd-Party-Kompo-
nenten, einheitliches Logging und kontinu-
ierlichen Sicherheitstests.
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Netzwerk-Blueprint enthält:
• Intelligentes Logging- und Prüfkonzept
• Regelmäßige IT-Sicherheits-Assessments
• Gehärtete Netzwerk-Infrastruktur 

(Switches, Router)

DMZ DMZ

Ganzheitlich betrachtet gleichen die 
Teile Ihrer Anlage 
einer Kette. Hinsichtlich der IT-Sicher-
heit gilt damit das Prinzip: Ihre Kette 
ist nur so stark wie ihr schwächstes 
Glied. Um die permanente Verfügbar-
keit Ihrer Anlage zu 
sichern, verwirklicht Totally Integrated 
Energy Automation lückenlose IT-Si-
cherheit. Die ganzheitliche Betrach-
tung sorgt für einen durchgängig ho-
hen Sicherheitsstandard 
in der gesamten Automatisierungsket-
te.

A view of your entire plant at all times

If you consider your plant as a whole, the individual parts 
resemble a chain. And when it comes to IT security, it’s 
clear that your automation chain is only as strong as your 
weakest link. Totally Integrated Energy Automation delivers 
seamless IT security to ensure the continuous availability of 
your plant. Our holistic approach guarantees a universally 
high standard of security throughout the entire automation 
chain.

Trusted Network

Semi-Trusted Network

Untrusted Network

Hardened Host

VPN Tunnel

Host-based Intrusion
Prevention System

Network-based Intrusion
Detection System

Anti Virus

Web Server

Zone-by-zone protection 

The graphic representation of the 
security network, the so-called 
network blueprint, depicts the 

infrastructure and architecture of 
your plant. This is our basis for 
clear segmentation, which we 

use to precisely analyze the risk 
for every link in your automation 
chain, without losing sight of the 

effects on the plant as a whole.

We divide your network into man-
ageable zones so we can equip 

them with precisely the right 
level of IT security – the level

 necessary and practical both for
 protecting the data in these zones 
and ensuring problem-free opera-

tion of the plant.

IT security is an integral part of
the entire development process

The principle of simplicity and 
transparency

Naturally, these are only a few of the 
services we provide. With Totally Inte-
grated Energy Automation, Siemens 
offers holistic solutions – intelligently 
coordinated and harmonized – for en-
ergy automation. Only a company like 
Siemens has a complete portfolio of 
perfectly matched solutions, and the
expertise, to see the bigger picture
while highlighting just those parts that 
are important for you.

With Totally Integrated Energy Automa-
tion, we always follow the principle of 
simplicity and transparency, because 
guidelines and standard processes are 
the best basis for IT security. This reduces 
operator errors and thus safeguards the 
availability of your plant in the long term.

We offer a very wide range of helpful 
tools that allow users to benefit from IT 
security as a standard part of the daily 
operations at their plant. We implement 
standardized security processes, for ex-
ample, for updates and system backups. 
At the same time, we provide you with 
efficient tools for administering access 
in your plant network. This includes 
effective management of rights as well 
as secure logging tools. Automatic com-
piling of logs or creation of log files are 
not only legally mandated – they can 
help determine at a later time how dam-
age to a system came about.

Requirement
Specification

Development
Specification

Architecture
and Design

Unit 
Test

Integration 
Test

Accept 
Test

System 
Test

Delivery 
Testing

Realization

¸ Risk Analysis 

¸ Definition of 
IT Security 
Requirements

¸ Consideration of 
security requirements 

¸ Consideration of 
Patch Management Process 

¸ Secure Coding Guidelines 
(internal / external) 

¸ IT Security Tests 
(IT Security 
Test Plan) 

¸ Factory Acceptance 
Test Security (FAT)

¸ Security 
Code Review 

¸ Site Acceptance 
Test Security (SAT) 
(Secure Integration) 

¸ Security Monitoring & 
Patch Management 
(ongoing) 

Implementation

¸ Security Chapter 
in design documents 

¸ IT Security test plan 
and test cases 

¸ Security Trainings 
for Development

Validation Ramp-UpDefi nitionConception

Market 
Introduction

Simply integrated
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Network-Blueprint incorporates:
• Sophisticated Logging and Auditing Concept
• Regular Cyber Security Assessment
• Hardened Network Infastructure 
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Simply complete 

Implementing an “IT security gene” 

Our goal is permanent, long-term IT security for your plant. 
That’s why secure products and infrastructures alone are 
not enough. With Totally Integrated Energy Automation, 
Siemens implements the needed security procedures to 
ensure that IT security is fully established end to end, and 
guaranteed throughout the plant’s entire life cycle.

IT security grows in the 
development process

The holistic approach of Totally Integra-
ted Energy Automation means more than 
just keeping an eye on your entire plant. 
For us, complete IT security also means 
that the security of our products is already 
integrated in the complete development 
process – and not just later in the test 
phase.

IT security guidelines for development, 
handling of processes, service and other 
functions ensure that IT security is a con-
tinuous part of all processes. Examples of 
this include security briefings for product 
management before a product is devel-
oped or programmed in the first place. 
Programmers work according to defined 
guidelines for secure coding, as stipulat-
ed by the Siemens CERT. For effective 
patch management, updates of third-party 
security products such as firewalls are 

already tested during the development 
process for our products. Continuous 
penetration tests of all relevant products 
are specified in a test plan. And these 
steps also include defining and creating 
a security test environment and suitable 
test cases.

With these measures, we subject our prod-
ucts to an objective and critical certifica-
tion process that allows us to ensure and 
control IT security on the basis of suitably 
selected standards. As a result, the IT 
security of our products is always repro-
ducible and transparent, and naturally is 
continuously being improved.

Integrating IT security into your 
daily operations

The security of a plant directly depends 
on how securely the operator handles it. 
And a high level of security can only be 
achieved through close cooperation bet-
ween the manufacturer and operator.

We’ve observed great potential for op-
timization in plants when security con-
cepts are implemented continuously in 
the daily plant operations.
For this, too, we support you with our 
extensive experience, advising you, for 
example, on the selection and evalua-
tion of 3rd-party components. 

Our products are
certified according to

carefully selected IT
securitay standards

End-to-end security among all 
interfaces

With the spread of the Internet and increa-
sing networking at your plant, today every 
interface poses a potential IT security risk.
You need a simplified way to assess these 
risks. So with Totally Integrated Energy 
Automation, Siemens pursues an IT se-
curity philosophy that simply offers you 
protection.

To achieve this, we rely especially on 
homogenization through standard, trans-
parent processes for authentication, aut-
horization, intrusion detection and preven-
tion, malware protection, effective patch 
management for 3rd-party components, 
standardized logging, and continuous 
security tests.



Lenit augue duis dolovre te feugait nulla 
facilisi. Lorem ipsum dolor sit amet, con 
sectetuer adipivscing elit, sessd diam non-
ummy nibh euis mvod tincidunt ut lao reet 
dolore magna aliquam erat volutpat. Duisa 
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Continuously hardening applications 

Secure products are the essential foundation for a secure 
network. That’s why we continually harden our applications 
against attacks and weak points. We do this through indivi-
dualized risk analyses and regular tests, including specific 
tests for 3rd-party components, with a defined package of 
IT security test programs designed to identify weak points 
(test suite).

With Totally Integrated Energy Automation, 
we consider your plant as a whole

In-house CERT as an expert partner

Siemens has its own in-house Computer 
Emergency Response Team (CERT). An 
organization of this kind that discusses 
IT security-critical topics and issues up-
to-date warnings is usually only oper-
ated by universities or governments 
for the information of users across the 
industry. Our in-house CERT has been 
in existence for 10 years, during which 
it has issued warnings about security 
risks and offered approaches for solu-
tions that are specifically geared to the 
company’s areas of expertise.

In its capacity as an expert partner, the 
Siemens CERT creates rules for secure 
coding and programming of our prod-
ucts, for example, and continuously 
further trains our programmers. The 
CERT carries out deliberate hacker at-
tacks to assess the products for weak 
points. And the team also collects and 
distributes reports on weak points and 
upgrade notifications for 3rd-party com-
ponents and links them to recommen-
dations, concrete proposals and imple-
mentation regulations.

This institution gives us an important 
advantage in terms of expertise – from 
which our customers can also benefit. 
And the best testimonial for our CERT is 
the solid IT security of the Siemens global 
corporate network. 

Applying standards effectively 

Standards are designed to offer you quality,
increased long-term IT security and in-
vestment protection. There are hundreds 
of IT security standards now in existence, 
but only some of them are really necessary 
and useful for your plant. 

Drawing on our many years of experience 
in the market, we can select the standards 
and guidelines that protect your network 
reliably and effectively from the many 
different security standards available. 
That includes advising you on which IT 
security standards you need to comply 
with both internationally and at regional 
level.

As a global company represented in 
approximately 190 countries, we have 
extensive expertise and experience, accu-
mulated over many years, with different 
IT security regulations and standardiza-
tion measures at the international level.

Risk analyses: facing the challenges

An important first step for successful IT 
security management is the assessment 
of existing security risks.

We register and evaluate these risks 
with individualized risk analyses. Using 
these analyses, we classify the risk 
potential and develop corresponding 
recommended actions for you. In the se-
curity concept, the measures must 
be matched to the value of the data 
to be protected. If there are too many 
measures, the result is high costs and 
lack of flexibility, while too few 
measures leave open major security 
gaps.

Our risk analyses offer you a transpar-
ent, informative and complete com-
parison of risk and costs, giving you 
the best-possible basis for deciding on 
further measures.

By continually hardening our products, we ensure
a seamlessly high standard of IT security

Simply high quality 
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Implementing an “IT security gene” 

Our goal is permanent, long-term IT security for your plant. 
That’s why secure products and infrastructures alone are 
not enough. With Totally Integrated Energy Automation, 
Siemens implements the needed security procedures to 
ensure that IT security is fully established end to end, and 
guaranteed throughout the plant’s entire life cycle.

IT security grows in the 
development process

The holistic approach of Totally Integra-
ted Energy Automation means more than 
just keeping an eye on your entire plant. 
For us, complete IT security also means 
that the security of our products is already 
integrated in the complete development 
process – and not just later in the test 
phase.

IT security guidelines for development, 
handling of processes, service and other 
functions ensure that IT security is a con-
tinuous part of all processes. Examples of 
this include security briefings for product 
management before a product is devel-
oped or programmed in the first place. 
Programmers work according to defined 
guidelines for secure coding, as stipulat-
ed by the Siemens CERT. For effective 
patch management, updates of 3rd-party 
security products such as firewalls are 

already tested during the development 
process for our products. Continuous 
penetration tests of all relevant products 
are specified in a test plan. And these 
steps also include defining and creating 
a security test environment and suitable 
test cases.

With these measures, we subject our prod-
ucts to an objective and critical certifica-
tion process that allows us to ensure and 
control IT security on the basis of suitably 
selected standards. As a result, the IT 
security of our products is always repro-
ducible and transparent, and naturally is 
continuously being improved.

Integrating IT security into your 
daily operations

The security of a plant directly depends 
on how securely the operator handles it. 
And a high level of security can only be 
achieved through close cooperation bet-
ween the manufacturer and operator.

We’ve observed great potential for op-
timization in plants when security con-
cepts are implemented continuously in 
the daily plant operations.
For this, too, we support you with our 
extensive experience, advising you, for 
example, on the selection and evalua-
tion of 3rd-party components. 

Our products are
certified according to

carefully selected IT
securitay standards

End-to-end security among all 
interfaces

With the spread of the Internet and increa-
sing networking at your plant, today every 
interface poses a potential IT security risk.
You need a simplified way to assess these 
risks. So with Totally Integrated Energy 
Automation, Siemens pursues an IT se-
curity philosophy that simply offers you 
protection.

To achieve this, we rely especially on 
homogenization through standard, trans-
parent processes for authentication, aut-
horization, intrusion detection and preven-
tion, malware protection, effective patch 
management for 3rd-party components, 
standardized logging, and continuous 
security tests.
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Von Schnittstelle zu Schnittstelle 
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Diese Risiken sollen für Sie einfach ein-
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Ganzheitlich betrachtet gleichen die 
Teile Ihrer Anlage 
einer Kette. Hinsichtlich der IT-Sicher-
heit gilt damit das Prinzip: Ihre Kette 
ist nur so stark wie ihr schwächstes 
Glied. Um die permanente Verfügbar-
keit Ihrer Anlage zu 
sichern, verwirklicht Totally Integrated 
Energy Automation lückenlose IT-Si-
cherheit. Die ganzheitliche Betrach-
tung sorgt für einen durchgängig ho-
hen Sicherheitsstandard 
in der gesamten Automatisierungsket-
te.

A view of your entire plant at all times

If you consider your plant as a whole, the individual parts 
resemble a chain. And when it comes to IT security, it’s 
clear that your automation chain is only as strong as your 
weakest link. Totally Integrated Energy Automation delivers 
seamless IT security to ensure the continuous availability of 
your plant. Our holistic approach guarantees a universally 
high standard of security throughout the entire automation 
chain.
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The graphic representation of the 
security network, the so-called 
network blueprint, depicts the 

infrastructure and architecture of 
your plant. This is our basis for 
clear segmentation, which we 

use to precisely analyze the risk 
for every link in your automation 
chain, without losing sight of the 

effects on the plant as a whole.

We divide your network into man-
ageable zones so we can equip 

them with precisely the right 
level of IT security – the level

 necessary and practical both for
 protecting the data in these zones 
and ensuring problem-free opera-

tion of the plant.

IT security is an integral part of
the entire development process

The principle of simplicity and 
transparency

Naturally, these are only a few of the 
services we provide. With Totally Inte-
grated Energy Automation, Siemens 
offers holistic solutions – intelligently 
coordinated and harmonized – for en-
ergy automation. Only a company like 
Siemens has a complete portfolio of 
perfectly matched solutions, and the
expertise, to see the bigger picture
while highlighting just those parts that 
are important for you.

With Totally Integrated Energy Automa-
tion, we always follow the principle of 
simplicity and transparency, because 
guidelines and standard processes are 
the best basis for IT security. This reduces 
operator errors and thus safeguards the 
availability of your plant in the long term.

We offer a very wide range of helpful 
tools that allow users to benefit from IT 
security as a standard part of the daily 
operations at their plant. We implement 
standardized security processes, for ex-
ample, for updates and system backups. 
At the same time, we provide you with 
efficient tools for administering access 
in your plant network. This includes 
effective management of rights as well 
as secure logging tools. Automatic com-
piling of logs or creation of log files are 
not only legally mandated – they can 
help determine at a later time how dam-
age to a system came about.
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For you, energy automation 
with Siemens means... 

• you benefit from the experience of the largest 
installed base in the world,

• you are able to contact us quickly – we have repre-
sentatives in approximately 190 countries,

• we keep you on the cutting edge of technology with 
our innovations in research and development,

• you can select from a comprehensive range, from 
single product to turnkey solution,

• you can simply focus on your core areas 
of expertise.

Totally Integrated Energy Automation relies on three 
main pillars to ensure simplified operation – so you can 
focus on your core areas of expertise. These pillars are 
reliable IT security, limitless communication and effi-
cient engineering for the entire automation chain, from 
the control center to the field device. 

So with Totally Integrated Energy Automation from 
Siemens, you benefit first and foremost from a sim-
plified workflow, reliable operations, and significantly 
lower total cost of ownership.
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